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Provide sufficient information in the
notice to allow an individual to exer-
cise his or her rights without referral
to the formal rules.

(2) As a minimum, the caption shall
include:

(i) The official title (normally the
system manager) and official address
to which the request is to be directed.

(ii) A description of any proof of iden-
tity required. (see §310.17(c)).

(iii) When appropriate, the individual
may be referred to a Component offi-
cial who shall provide the records to
him or her.

(n) Contesting record procedures. (1)
Describe how an individual may con-
test the content of a record pertaining
to him or her in the system.

(2) The detailed procedures for con-
testing a record need not be identified
if the Component procedural rules are
readily available to the public. (For ex-
ample, ‘“The Office of the Secretary of
Defense’ rules for contesting contents
are contained in 32 CFR 311.) All Com-
ponent procedural rules are set forth at
a Departmental public Web site (http:/
www.defenselink.mil/privacy/cfr-
rules.html).

(3) The individual may also be re-
ferred to the system manager to deter-
mine these procedures.

(0) Record source categories. (1) De-
scribe where (the individual, other
Component documentation, other Fed-
eral agencies, etc) the information con-
tained in the system was obtained.

(2) Specific individuals or institu-
tions need not be identified by name,
particularly if these sources have been
granted confidentiality. (see §310.29(b)).

(p) Exemptions claimed for the System.
(1) If no exemption has been claimed
for the system, indicate ‘“None.”

(2) If an exemption is claimed, cite
the exemption as well as identifying
the CFR section containing the exemp-
tion rule for the system.

(q) Maintaining the Master DoD System
Notice Registry. (1) The DPO maintains
a master registry of all DoD record sys-
tems notices.

(2) The DPO also posts all DoD sys-
tem notices to a public Web site (see
hitp://www.defenselink.mil/privacy/no-
tices).
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§310.33 New and altered record sys-
tems.

(a) Criteria for a new record system. (1)
If a Component is maintaining a sys-
tem of records as contemplated by
§310.10(a), and a system notice has not
been published for it in the FEDERAL
REGISTER, the Component shall estab-
lish a system notice consistent with
the requirements of this subpart.

(2) If a notice for a system of records
has been canceled or deleted but a de-
termination is subsequently made that
the system will be reinstated or reused,
the system may not be operated (i.e.,
information collected or used) until a
new notice is published in the FEDERAL
REGISTER.

(b) Criteria for an altered record system.
A system is considered altered when-
ever one of the following actions occurs
or is proposed:

(1) A significant increase or change
in the number or type of individuals
about whom records are maintained.

(i) Only changes that alter signifi-
cantly the character and purpose of the
record system are considered alter-
ations.

(ii) Increases in numbers of individ-
uals due to normal growth are not con-
sidered alterations unless they truly
alter the character and purpose of the
system.

(iii) Increases that change signifi-
cantly the scope of population covered
(for example, expansion of a system of
records covering a single command’s
enlisted personnel to include all of the
Component’s enlisted personnel would
be considered an alteration).

(iv) A reduction in the number of in-
dividuals covered is not an alteration,
but only an amendment. (see
§310.34(a).)

(v) All changes that add new cat-
egories of individuals to system cov-
erage require a change to the ‘‘Cat-
egories of individuals covered by the
system’ caption of the notice (see
§310.32(e)) and may require changes to
the “Purpose(s)”’ caption (see
§310.32(h)).

(2) An expansion in the types or cat-
egories of information maintained.

(i) The addition of any new category
of records not described under the
‘“Categories of Records in the System”
caption is considered an alteration.
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(ii) Adding a new data element that
is clearly within the scope of the cat-
egories of records described in the ex-
isting notice is an amendment. (see
§310.34(a)). An amended notice may not
be required if the data element is clear-
ly covered by the record category iden-
tified in the existing system notice.

(iii) All changes under this criterion
require a change to the ‘‘Categories of
Records in the System” caption of the
notice. (see §310.32(%)).

(3) An alteration of how the records
are organized or the manner in which
the records are indexed and retrieved.

(i) The change must alter the nature
of use or scope of the records involved
(for example, combining records sys-
tems in a reorganization).

(ii) Any change under this criteria re-
quires a change in the ‘“‘Retrievability”’
caption of the system notice. (see
§310.32(j)(2)).

(iii) If the records are no longer re-
trieved by name or personal identifier
cancel the system notice. (see
§310.10(b)).

(4) A change in the purpose for which
the information in the system is used.

(i) The new purpose must not be com-
patible with the existing purposes for
which the system is maintained.

(ii) If the use is compatible and rea-
sonably expected, there is no change in
purpose and no alteration occurs.

(iii) Any change under this criterion
requires a change in the ‘‘Purpose(s)”’
caption (see §310.32(h)) and may require
a change in the ‘‘Authority for mainte-
nance of the system’ caption (see
§310.32).

() Changes that alter the computer
environment (such as changes to equip-
ment configuration, software, or proce-
dures) so as to create the potential for
greater or easier access.

(i) Increasing the number of offices
with direct access is an alteration.

(ii) Software applications, such as op-
erating systems and system utilities,
that provide for easier access are con-
sidered alterations.

(iii) The addition of an on-line capa-
bility to a previously batch-oriented
system is an alteration.

(iv) The addition of peripheral de-
vices such as tape devices, disk devices,
card readers, printers, and similar de-
vices to an existing IT system con-

§310.33

stitute an amendment if system secu-
rity is preserved. (see §310.34).

(v) Changes to existing equipment
configuration with on-line capability
need not be considered alterations to
the system if:

(A) The change does not alter the
present security posture; or

(B) The addition of terminals does
not extend the capacity of the current
operating system and existing security
is preserved.

(vi) The connecting of two or more
formerly independent automated sys-
tems or networks together creating a
potential for greater access is an alter-
ation.

(vii) Any change under this caption
requires a change to the ‘‘Storage”
caption element of the systems notice.
(see §310.32(j)(1)).

(c) Reports of new and altered systems.
(1) Components shall submit a report
for all new or altered systems to the
DPO consistent with the requirements
of this subpart and in the format pre-
scribed at appendix F of this part.

(i) Components shall include the fol-
lowing when submitting an alteration
for a system notice for publication in
the FEDERAL REGISTER:

(A) The system identifier and name.
(see §310.32(b) and (c)).

(B) A description of the nature and
specific changes proposed.

(ii) The full text of the system notice
need not be submitted if the master
registry contains a current system no-
tice for the system. (see §310.32(q)).

(2) The DPO coordinates all reports
of new and altered systems with the Of-
fice of the Assistant Secretary of De-
fense (Legislative Affairs), Department
of Defense.

(3) The DPO prepares and sends a
transmittal letter that forwards the re-
port, as well as the new or altered sys-
tem notice, to OMB and Congress.

(4) The DPO shall publish in the FED-
ERAL REGISTER a system notice for new
or altered systems.

(d) Time restrictions on the operation of
a new or altered system. (1) The reports,
and the new or altered system notice,
must be provided OMB and Congress at
least 40 days prior to the operation of
the new or altered system. The 40 day
review period begins on the date the
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§310.34
transmittal letters
dated.

(2) The system notice must be pub-
lished in the FEDERAL REGISTER before
a Component begins to operate the sys-
tem (i.e., collect and use the informa-
tion). If the new system has routine
uses or the altered system adds a new
routine use, no records may be dis-
closed pursuant to the routine use
until the public has had 30 days to
comment on the proposed use.

(3) The time periods run concur-
rently.

(e) Exemptions for mew systems. See
§310.30(e) for the procedures to follow
in submitting exemption rules for a
new system of records or for submit-
ting an exemption rule for an existing
system of records.

are signed and

§310.34 Amendment and deletion of
system notices.

(a) Criteria for an amended system no-
tice. (1) Certain minor changes to pub-
lished systems notices are considered
amendments and not alterations. (see
§310.33(b)).

(2) Amendments do not require a re-
port of an altered system (see
§310.33(c)), but must be published in the
FEDERAL REGISTER.

(b) System motices for amended systems.
Components shall include the following
when submitting an amendment for a
system notice for publication in the
FEDERAL REGISTER:

(1) The system identifier and name.
(see §310.32 (b) and (c)).

(2) A description of the nature and
specific changes proposed.

(3) The full text of the system notice
need not be submitted if the master
registry contains a current system no-
tice for the system. (see §310.32(q)).

(c) Deletion of system notices. (1) When-
ever a system is discontinued, com-
bined into another system, or deter-
mined no longer to be subject to this
part, a deletion notice is required.

(2) The notice of deletion shall in-
clude:

(i) The system
name.

(ii) The reason for the deletion.

(3) When the system is eliminated
through combination or merger, iden-
tify the successor system or systems in
the deletion notice.

identification and
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(d) Submission of amendments and dele-
tions for publication. (1) Submit amend-
ments and deletions to the DPO for
transmittal to the FEDERAL REGISTER
for publication.

(2) Multiple deletions and amend-
ments may be combined into a single
submission.

Subpart H—Training Requirements

§310.35 Statutory
ments.

The Privacy Act (6 U.S.C. 552a) re-
quires each Agency to establish rules
of conduct for all persons involved in
the design, development, operation,
and maintenance of any system of
record and to train these persons with
respect to these rules.

training require-

§310.36 OMB training guidelines.

The OMB guidelines (OMB Privacy
Guidelines, 40 FR 28948 (July 9, 1975) re-
quire all agencies additionally to:

(a) Instruct their personnel in their
rules of conduct and other rules and
procedures adopted in implementing
the Act, to ensure that they are re-
minded of their specific responsibilities
for safeguarding personally identifiable
information, the rules for acquiring
and using such information, and the
penalties for non-compliance.

(b) Incorporate training on the spe-
cial requirements of the Act into both
formal and informal (on-the-job) train-
ing programs.

§310.37 DoD training programs.

(a) The training shall include infor-
mation regarding information privacy
laws, regulations, policies and proce-
dures governing the Department’s col-
lection, maintenance, use, or dissemi-
nation of personal information. The ob-
jective is to establish a culture of sen-
sitivity to, and knowledge about, pri-
vacy issues involving individuals
throughout the Department.

(b) To meet these training require-
ments, Components may establish
three general levels of training for
those persons, to include contractor
personnel, who are involved in any way
with the design, development, oper-
ation, or maintenance of privacy pro-
tected systems of records. These are:
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